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. U8H»a« taking advantage of comiiMarialn^ 

i 

systems. 
. Thefetnreliesmdistributednetwoikingofptw^ 

Thfeieaeaich states 1tatapi«Hd^ 
amafl nX>» (the lenumring 45% include t^ 
«cepted lesean* riso found to the annaal 8«w^ 
appioximates lO-ll'^ whUe the ccmipound annual growth 
towerandincertaittcatoevennegativeC&rfiiitherdda^ 

Some of the £«*>« driving decentralized control 

.diAflHy. agB«^ cflinpn^ 

While the drive towads distributed nat«oildng and decentralized control has inj)ortant 

advantages, it also has agnificant diawbadcs: 

. Each controller must to be programmed independently (islands of co^^^ 



oeatecO- 



• Desigoers and programmers must take caie of commurvications. si| 



sharing. 



. Maintenance is more compUcated because gtobal cha^ 

compoMOtandasinglechangereciniresmodificationsinmorethanoneconto^ 

a 



decentralized control system is scalable, modular, and bene^ fiom 
aggregated compating power, the workload between the processors is 



25 



depndson 



unsMiiii 



Case 1 :06-cv-00027-RMC Document 46-3 Filed 1 0/1 3/2006 Page 6 of 1 6 



5 n?fB ff""""«™>' ?(wn^^m ^mmrcm^m'^mv^^ 
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y iM| ^ri |iii^d Control 

The co!K»irt of distrilmtod conliol. which has both B lum^^ 
is known in flie art. DislnTwted conttol has been used since compamcs began fa^ 



programmable controllers to 

As conliolt«rfinok«y evolved, the idea of idands of progcammab controUwj was 

discarded in ftvor of larger. ccntialiMd conhoUeis. Musty is now moving bade to a 

decentndizrf aivmad in wluA small, interna 

aooss a network. 

Recent technotogical adva«« haw allowed cornpaniea to migrate to^ 

structure to a true distributed architecture. Main developments are embedded net|vorking 
capabifities (especially Efbeniet. TCP/IP based sotations). new powetftlCPUs 
controllers fi«rter and stronger, enhanced security features requi^ 
physical downsizing of oootidllera, and reduced pricing. 

gjggt&Sdlijmrttearch eWorld Programmable UjpcCo^ 
points out some nwgor trends in today's worM automation madcet: 

. The demand for programmable logic controlteis (PLCs) is growing as tod nsers 

need more automation and are not able to affoni madjine downtime. 
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5 Acconlingly, a need exists for a «ysten flitf elii^ 

Teqpiiianents. 

1)11, yiiimM!t>ll>Tfl f>Tff"H**' W^onM 

Ihsiaitf messaging servM^ such as A0i;8» KXi Mk^^ 

services aU provide a conuBunicatkm platfora 
10 omiiHite^ based impikwiegislntfkm to the sew^ 

the 8«vk» providei's server evcfy tinM a Bser (tte cliert ^ 
The server mamtaina a list of were cunwtly online, tlM» 

their user profiles, and serves as a coordinator between users whenever a user initiates a 
comnmnicatictt widi anofiier listed oser. 
15 The actual comnnmication is conducted directty between the users after getting all 

wqoiiedinfianiatiflnfiomlhecoordinattagserver. Iheconnniimcation can be a "chat" program, 
a "messagbg" (email lite) program, a file transfer program, a video conferencmg appliteation, a 
shared game, or odmr qqtlicatioD. 

Such "instant messagrngf fimctionatity would be uae&l in automation 

20 Rdwning once agan to flje home automatk«exanipk mentioned above, other dimensions ma^ 

be added to the automation suite by comiecting the system to the "external world" oijtside the 

house. This would allow the system to: 

• Send "mtrusion detectien" or "emergency button pressed" signals from thcj security 
Qstem toa neigjibodiood consolidating syston. 
25 • Orttl» time ofdayfiwm an eittemal source in oidff to syndaonize all demeota. 
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• Wirdea IAN Modeois- a Bwte recent trend, Bsi^ ' 
developed to provide wiidess connectivity ei?)eciaUy for mobile computing (noteJKwks, 
PDAs, etc.), nsnallyittiBiringone or more central access pointe to be present 

• CelMar Modeojs - devices fliat use the cellular telephony infrastructure o|suafly 
nalionwideX for data proposes. GeMnlarmodcans exist fi>raU type of networks {(^M» 

GPRS, CDMA, TDMA,iDEN,ete.). ^— >, 

Tlie main drawbadcsofttese existing solutions are; ^ -T 

• TtewsedtDdevetep8iipportfortliewiidessnM)dcm(rarelya8tandardfeature \ 

. The need foriadio operation licensing in certain cases (especiaBy for ton^ range 



i\ 



. Relatively Mgh cost of the devices (teqniiedfe every PITflwt needs to coifflni^^ 



wuei 



• ffigh operating costs when using a public wireless network (such as a ceUular nrtwork), 
based ddm cm traffic or on a fixed price. 
Retumittg to the home automation example mentioned above, wiring is req^ to 
connect the controBen to the ^rorld" being controlled (inputs such as sa^ 

as relays controlling valves. Ughts, airnModition motois, etc.), as well as to comiect Ihej^ to each 
other in Older to aBow data and signal raterchange or remote progtamming. Tlw^fore, an 

additional expensive network wiring is required. Any modification or expansion to tlje system 
(e.g., when addmg a new controller for a new applkation) requires network inftastrtK^ 

well 
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5 (Pr *"tW A*aa«^ «e hfly7|fy»w.fiost.C0niA. 

The itquirements of flie PLC waW fat reliable communication links results mainly ftm 
the need to share dila, transfe signals, commonkate wi^ 

i 

compotere (either for remote control or fijr programming purposes). In a dist^buted 
eoviromiient, thecQmmiim(»tion linkisal»y compooentibrtbeent^ 
10 Eristii^sotations ate based mainly on wired communication standards accepted b^ 

industry, ranging fiom simple 2.wiie or 4-wire physical inftastnictares such as RS-232 pr RS- 
485, using protocols such as ModBus or others, to Ethernet physical infrastructures using 
TCP/IP. orotherprotocolsbascd on TCP/IP. Hwac wired solutions are used both in the field bus 
levd (comiec&« PLCs to field instrnmenlatian, inputs, and outputs) and in hijjier Iw^^ 

IS ooonecting PLCs to eadtoflier or to host systems. 

The need to tednce or even efimtnate expensive wiling requtremeots, while increasing 
flexibility and mobihty, resulted in several existing wireless solutions, all using 
extenBl/indepeodent Kadio Frequency (RIO lOKlems as wireless comm 

• License-Free Radio Modems - usmg KM Cmdustrial, medical, and scientific) fi^uency 

i 

20 bands «uA as 433Mhz,90(Ma,2.4Ghz.The^ 

countries with no special license. 

• Uceoscd Radio Modems ^nsnally mow powcAldevi 

Tliese devices use frequency bands that usually need operating licenses fojm local 
aufliorities. 
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Wireless Bse is today a worldwide. ao8s indn^ 
. Rrtaito-inottkslKwinftpen^u-d^ 

sales force automation^ e- 
. Fuumdal service. -oa-1i« financial 
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• HedflicaiB-j^qfaraan practice 





. utifitiea - fidd ,«»te acce* to toru-iim («^ 

access, supply chaiiiaiiywheie,macl«i»-toHnachine. 
. Travel ^ Tr«»^<« - m coafir«»ti»s. rapid checks aiHi»e/ai^ 

operadoiis, route track awl trace, raa car iMnagpnw^ 




notable growth. Here are some ocamples; 

. service Ate Sale -co«m«cial8»ppfier of indus^ 
wnotBlytrwnilDia usage rates and tiada warranty data. 

- wireless tranamissioa of production data efeninatts the 
,nectioaacro88 remote area and reduces oppcjrtunity 



• Bxteaded Operations 



for error in data entry. 
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• Allow easy web access from any Intcmct browser, to configure or remotely ojjntrol 
varioos elements. 

• Allow easy access fimn a cellular phone (via SMS or other wireless ^licati<jn) to 
control demeats mh as tnrmng on &e heating or aiiHxmditionmg when leavufg tiie 
office or turning on the driveway ligbte whra sqppfoaching the home. 

As we have seen, a need ^sts for an automation and control system that provides 
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5 ^n^ifa^ryatH^l^vt^^ 

The preswit invention answers tixese needs by (1) providing a unique control archite|toe, 
system, and sales of devices for inq^lemen&ig various autcmuttion lequircmcssta (indujstrial, 
machine, psocm, building, home, and more) that is cost-effective, easy-to-use, scalabl^ and 
reliable; (2) lepladsg burdensome cd)Ung with a reliable wiceless linl; maldi^ boOi instalMon 
10 tmd &ture modifications easio; and (3) providing an btemet-based communication pla^finm. 
The present invention is based on three combined powerful el^nents: | 

The first elemwrt is a unique "Distributed/CKitralized" (D<M™) netwoit compiifiing a 
caitraSzed contiol system where every unit connected to hputs and OOpois Ql(h) has 

15 processing power and memoiy, csQ>abIe to pcrfiwm logic and jH^cessing operations. Tpe D- 
Ccs^ neiworit: also can be seen as a distributed control network that is a netwcjrk of 
independent Program«iable Logc Controllers (PLCs) mterconnected by means of a wited or 
wireless media, h a D-Cenf^ network users develop a single q^Ucatim 
transformed into a distributed svplication based on the actual configuration, h &e diagram 

20 below, the nser designs (me ''coitralized system" and (»x}gran!s one program for &e oitire 
8q)plication, but in fiwt tiie actual system's layout consists of several "indqpcndent" PLCs (Al, A2 
ASandB). 
n. WiralcssCoiitrDners 

tireless cootrollm comprise PLCs with cosbe^ed sbott raqge radb comm(un[< 

25 «q)abilities, based on a MESH topology, with self-organizing and reli^le communicatii)n 
die diagram below, PLCs Al, A2 and A3 communicate wi& each oih^ wng Ibis 
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S conmnnicatioii, ^vlule PLC Al also serves as a gdeway for commumcatkm witii PLC 
wilfaaabiemetuser. 



Eland 



m. WebAi-CoairaP" Fhtfom 

A Wd> Access (Wd)Ax-C(«trri"0 jAO&m aUows easy development of wpb enkWed 
esKOxA spi^lk^xxa, without |»u»: knovdedge of vRb design ot w^ programming. l|i ti» 
^i^iam betow, a user ooonected to the hinnd has access to tiie contiolkxl en^ 
a wd) serva ftat prondes ttds sernce. The saver is provided &&a as a product &r lar^ 
costonMOt or as a senice finr smaller custamers. 
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If flie present invcnfian were enqAoycd in a home automation ante, it would tt^ fte 
srystema$a^vlu)leeveatiKn^indepead^ro '^ 

kmieowDCT could scandessly create any conditi^^ Iliispr^muses 

ancwiangeof^5)licationsandaneascofimpleroentetionu^ Any cxijansion 
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The present mvention ]»ovides a s^ten and a method to use die advantages of a 
dtstriboted cmtroi eovinoment, without loosing tbe power of a cmtralized syston in designing, 
rigbt-nziog, progivnuning, tunning, and syndrnmizing an spp&c^oa. The present invention 
also piDvides a reliable wkeless tink between HA eliomiatuig (be need fi^ cxpe^ve 
communication wiring. In addition, fee present invention provides an Internet- 
ccmmmmcation platfonn finr use in automat^ 
L l>-Cent^Nctwork 
A. Higlil^ts 

• AIK^t'^'ayatcmisaccndalizodsys^ 
ite own processing and logjc cs^ility. 

• A D-C«it^ system can also be seen as a distributed control networic - a netwc^rk of 
pradicany independent PLCs interconnected on a wired or wbtless media, wMcl^have 
their own processing and k>gie capdnlities and thei^ 

• to a D-C^™ system, any future expamonofthesysten^ adds a co^ 



connectivity ^th addtional processing power and required mooory aDowing true 



8i2mg. 

PLC members of a D-Cent*^ system m not programmed independaitly 
centralized system, a dngje programming environment is used to plan, 
program the systm as a whole, detadied fiom Hie physical layout and 
the network. 
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configuration of 
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• The DeCenlralizer™ compiling engine of the D-Cent™ netwoik takes ca^ of 
tiaasfbinfflig fbe taa^ applicalioo, into indepeadeot and specific code running i^ eadi 
netwratcompooait. The netwoik becomes thea,fte PLC. 

• The advantagei of a centralized contcolaichitBCtore are kept dnlity to plan and ^gn 
Qie system as a i^le and one program for allflie system instead of islands of (jontrol 
oode^ lesuUing in easiff devdopment and mainteaance. 

• The advantages of a diilriinitedcontidandutBGtBie are k^ too: modularity, scald)^^^ 



B. ID-Cnf™ IMstribnfed/CHitralized Control Network 

The D-Ccnfw netwxk model is based on a 'distributed/centralized" conbol nejtwoik, 

utilizing a single ^gramming enviromnait and a DeCentralizer™ compiling engine. 

Cmt™ system can be seen as a caitralized control system, where every unit is coDneisted to 

bputs and Ou^ ^Os), has procesang power and menuHy, and is oqiable of peif<»aing logjc 

and processing (derations, vMe being intcarconnected by means of a wiied or wireless media. 

AHemativdy, a D-Cent™ system may be diaraeteized as a system based on a distnlwted 

control network, i.e., a nrtwwk of indq)aidH»t PLCs interconnected by means of a wired or 

wireless media 

Eadi D-Cent™ enabled PLC has its own processing nnit (CPU), memory (for programs 

and variables), and iipits and ou^uts (I/Os). &q>ut8 and oulputs may be digital or analog signals 

and are used to connect die PLC to Ae controUed tai^ Lower-end D-Cot™ enaUe^l PLCs 

have 4-8 built-in VOt while higber-oid D-Cent™ effid>led devices may have tens of built-jin I/Os, 
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